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Placement Readiness
Cloud Computing:
1. What is cloud computing?
Cloud computing delivers computing services over the internet, such as storage, processing, and networking.
2. What are the advantages of cloud computing?
Cloud computing offers scalability, cost efficiency, and flexibility for users.
3. What is IaaS?
Infrastructure as a Service (IaaS) provides virtualized computing resources over the internet, like servers and storage.
4. What is PaaS?
Platform as a Service (PaaS) provides a platform for developers to build, deploy, and manage applications without managing infrastructure.
5. What is SaaS?
Software as a Service (SaaS) provides software applications over the internet, eliminating the need for installation and maintenance.
6. What is the purpose of a virtual machine (VM) in cloud computing?
A virtual machine simulates a physical computer and allows multiple systems to run on the same physical hardware.
7. What is a cloud deployment model?
A cloud deployment model defines how cloud resources are deployed, such as public, private, or hybrid clouds.
8. What is cloud elasticity?
Cloud elasticity automatically adjusts resources to match demand, ensuring optimal usage and efficiency.
9. What is a hypervisor?
A hypervisor is software that enables multiple virtual machines to run on a single physical machine.


10. What is load balancing?
Load balancing distributes traffic across multiple servers to ensure reliability and performance.

Security:
11. What is encryption?
Encryption converts data into a secure format to prevent unauthorized access.
12. What is multi-factor authentication (MFA)?
MFA requires users to provide two or more verification factors to access a system.
13. What is a DDoS attack?
A Distributed Denial of Service (DDoS) attack overwhelms a system with excessive traffic to disrupt services.
14. What is a firewall?
A firewall is a security system that monitors and controls incoming and outgoing network traffic based on predetermined security rules.
15. What is a VPN?
A Virtual Private Network (VPN) creates a secure connection over a public network by encrypting data.
16. What is an SSL certificate?
SSL (Secure Sockets Layer) certificates encrypt data between a web server and a browser for secure communication.
17. What is a data breach?
A data breach occurs when unauthorized individuals gain access to sensitive information.
18. What is the principle of least privilege?
The principle of least privilege restricts users to the minimum access rights needed to perform their job.
19. What is a Security Information and Event Management (SIEM) system?
A SIEM system collects and analyzes security-related data to detect and respond to threats.
20. What is a Virtual Private Cloud (VPC)?
A VPC is a private, isolated network within a cloud, providing enhanced security and control over resources.
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